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Syngenta Purchase Order: General Terms and Conditions 
Effective Date 10 June 2021 

 
These General Terms and Conditions (“GTC”) are incorporated by reference and will apply to all 
Purchase Orders issued by Syngenta on or after the Effective Date UNLESS Syngenta and Supplier 
have entered into a written contract (“Contract”) and the Purchase Order has been issued in 
respect of the Contract, in which case, the terms of the Contract will prevail over these GTC.  

 

 1.   Definitions and Interpretation   
 

In the Agreement the following definitions apply: 
 

“Affiliate(s)” shall mean, with respect to a Party to the Agreement, another legal entity controlling, 
controlled by or under ultimate common control with such Party. Control shall mean, in this context, 
that the controlling entity has the power, directly or indirectly by means of voting power, contract or 
otherwise, to govern the operating and financial policies of the controlled entity; 

 
“Agreement” shall mean the supply agreement between Syngenta and Supplier consisting of the 
Purchase Order (which incorporates these GTC by reference), the Exhibits and any and all SOWs; 

 
“Confidential Information” shall have the meaning assigned to it in Exhibit C; 

 
“Delivery Date” shall have the meaning assigned to it in Section 6.3; 
 
“Effective Date” shall mean the date specified at the top of the GTC; 
 
“Exhibit” shall mean the exhibits to the Agreement; 

 
“Intellectual Property Rights” shall mean all intellectual property rights, including patents, utility 
models, trade and service marks, trade or business names, domain names, rights in designs, copy- 
rights, moral rights, topography rights, database rights, trade secrets and rights of confidence, know- 
how, in all cases whether or not registered or registrable in any country, for the full term of such rights 
including any extension to or renewal of the terms of such rights, rights to apply for the same and all 
rights and forms of protection of a similar nature or having equivalent or similar effect to any of these 
anywhere in the world; 
 
“Intermediary” shall mean an intermediary as described in Chapter 10, Part 2, section 61M(1)(c) of the 
Income Tax (Earnings and Pensions) Act 2003 (as amended) or as described in any new relevant 
legislation; 
 
“Off-Payroll Working Legislation” shall mean Chapter 10 of the Income Tax (Earnings and Pensions) 
Act 2003 (as amended) or any new relevant legislation; 

 
“Party” / “Parties” shall mean Syngenta and/or Supplier as the context requires; 

 
“Personnel”, with respect to an entity, the employees, agents, contractors and representatives of 
such entity and its subcontractors, whether or not Affiliates of such entity; 
 
“Purchase Order” means a purchase order issued by Syngenta; 

 
“Products” shall mean such products as described in the Agreement and all Results, materials and 
products resulting from or in relation to the Products and/or Services to be provided or developed under 
the Agreement, or otherwise provided by Supplier under the Agreement; 

 
“Pre-existing material” shall have the meaning assigned to it in Section 5.5; 

 
“Results” shall have the meaning assigned to it in Section 5.2; 
 
“Section” means a section of the Agreement; 

 
“Service(s)” shall mean such services as described in the Agreement, but in any case any and all of the 
services to be provided under the Agreement;  

 
“SOW” shall mean any statement of work document attached or referred to in a Purchase Order which 
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includes a description of the Services and/or Products to be purchased by Syngenta under the 
Agreement. For avoidance of doubt, not every Purchase Order has a SOW and some Purchase Orders 
may have more than one SOW); 
 
“Syngenta” means the Syngenta legal entity specified in the Purchase Order; 

 
“VAT” shall mean Value Added Tax, Goods and Services Tax or any other similar Sales Tax. 

 

 2.   Components of the Agreement  
 

The following documents form integral parts of the Agreement: 

The Purchase Order, the GTC and its Exhibits, including: 

- Exhibit A: Compliance with Off-Payroll Working Legislation 
 Part A1: Applies if Supplier is an Intermediary 
 Part A2: Applies if Supplier is not an Intermediary 

- Exhibit B: Syngenta Policies 
 B1: Compliance - A Guide for Third Parties 

B2: Expense Principles 
B3: Compliance with Syngenta Code of Conduct 
B4: Foreign Corrupt Practices Act 
B5: Syngenta Minimum Requirements for Suppliers 

- Exhibit C: Non-Disclosure Agreement 
- Exhibit D: Data Protection 
- Exhibit E: Acceptance Procedure 
- Exhibit F:  Information Security Obligations 

 
In the case of any discrepancies, the following order of precedence in descending order shall apply in 
the interpretation of the Agreement: 

 
1. The GTC 
2. Exhibits to the GTC 
3. SOW(s) 

 
Terms and conditions which differ from, or are additional to, the Agreement - in particular the general 
terms and conditions of the Supplier or of Supplier Affiliate(s) or of any other party, whether attached or 
referred to in Supplier’s quotation, Purchase Order acceptance, order acceptance, order confirmation, 
invoice, delivery note, acknowledgement, email or other communication or otherwise proffered to 
Syngenta will not apply unless explicitly agreed in writing by Syngenta. 

 

 3.   Provision of Products and/or Services   
 

3.1. Supplier shall provide the Products and/or Services in accordance with the provisions of the 
Agreement and as instructed by Syngenta. Where so agreed in a SOW, the Acceptance 
Procedure as per Exhibit E shall apply to the Services and/or Products. 

 
3.2. The Agreement does not grant to Supplier any exclusivity with respect to the provision of any 

Products and/or Services and Supplier agrees and acknowledges that Syngenta may, in its 
sole discretion, appoint third parties to provide similar Products and/or Services. 

 
3.3. Supplier shall closely cooperate with Syngenta in providing the Products and/or Services and 

shall appoint a project manager as relevant. Supplier shall periodically inform Syngenta of 
ways to improve the Products and/or Services. Syngenta shall have the right to periodically 
audit and or benchmark the Products and/or Services of the Supplier as agreed in the 
Agreement. 

 
3.4. Supplier shall not act on behalf of Syngenta or any of its Affiliates or in any way bind Syngenta 

or its Affiliates, nor do anything likely to cause Supplier to be taken by third parties as acting 
as an agent or on behalf of Syngenta or its Affiliates, except with the specific prior written au- 
thorization of Syngenta. 

 
3.5. Supplier agrees not to assign such Personnel who are currently engaged in the provision of 

particular Products and/or Services to Syngenta or its Affiliates to work in the same field for 
any direct competitor of Syngenta at the same time as they are providing Products and/or 
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Services for Syngenta or its Affiliates. 
 

3.6. Syngenta shall be entitled to request Supplier to provide relevant information on criminal 
records in relation to its Personnel which Syngenta deems required for access to Syngenta 
premises or IT systems. 

 
Compliance with Off-Payroll Working Legislation 
 

3.7. Supplier shall comply with the Exhibit A (Compliance with Off-Payroll Working Legislation). 
 
 4.   Remuneration   

 
4.1. For the provision of Services and/or Products, Syngenta shall pay to the Supplier the charges 

agreed in the Agreement. 
 

4.2. If so agreed in the Agreement, in addition to the agreed charges, Syngenta shall reimburse 
Supplier for such expenses (e.g. for travel and accommodation) as the Parties have agreed 
in advance and which Supplier reasonably has to incur in order to properly provide the 
Products and/or Services. Such expenses shall be incurred in accordance with Syngenta's 
travel policy (Exhibit B1). Supplier shall always seek the prior written approval of such expenses 
from Syngenta. 

 
4.3. Supplier shall be responsible for all taxes, contributions, charges and other public dues levied 

upon Supplier in connection with the performance of the Products and/or Services under the 
Agreement, including but not limited any of the following: 

 
- Compensation and benefits; 
- Social security payments such as old age, invalidity insurance, unemployment insurance, 

pension etc; 
- Children and education allowances; 
- Payments for holidays and public holidays; 
- Payments for absences due to sickness, accident, pregnancy, parental leave, military 

service, etc. 
 

For the avoidance of doubt, withholding taxes on payments made by Syngenta and its Affili- 
ates to Supplier are not “taxes levied upon Supplier” under this Section 4.3. 

 
4.4. Unless otherwise agreed in a SOW, the charges under Section 4.1 and any expenses agreed 

as per Section 4.2 shall be invoiced by Supplier on or after the date of the last provision/delivery 
of a Product and/or Service under the Agreement. Any invoice for expenses as per Section 4.2 
shall be invoiced at cost (net of VAT if such VAT is recoverable by the Supplier), accompanied 
by such receipts (or copies of receipts, if originals are required to remain with the Supplier due 
to local in-country accounting requirements) and further details as Syngenta may reasonably 
request. Where Supplier issues invoices electronically to Syngenta, the procedure 
communicated to Supplier by Syngenta shall apply. 

 
4.5. All undisputed invoices shall be payable by Syngenta within 60 (sixty) days after the end of the 

month in which Syngenta receives the respective invoice. 
 

4.6. All amounts mentioned in the Agreement are exclusive of any VAT, which if applicable, will be 
added on top of the charges and/or expenses stipulated in the Agreement. 

 
4.7. The provision of any Services and/or Products under the Agreement, where applicable, shall be 

DDP (as defined in Incoterms 2020). 
 

 5.   Ownership of Results   
 

5.1. Except as expressly stated in the Agreement nothing contained herein shall be construed as 
Syngenta granting Supplier, either expressly or implied, any right or license in Intellectual 
Property rights belonging to Syngenta or its Affiliates. 

 
5.2. Unless otherwise explicitly agreed in a SOW, any and all studies, analyses, creative materials, 

reports, inventions, improvements, rights, documents, and any other work product generated by 
Supplier in connection with the provision of Services and/or Products under the Agreement, and 
all Intellectual Property and other rights thereto (collectively, the "Results"), shall be the 
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exclusive property of Syngenta. Upon request of Syngenta, Supplier shall transfer all such 
Results to Syngenta free of charge. 

 
5.3. To the extent any mandatory legal rules under national or international legal order should pro- 

vide that any Results made by Supplier belong to Supplier, its employees, agents, contractors 
or subcontractors, Supplier - unless otherwise explicitly agreed in a SOW - undertakes to 
assign or have assigned and transfer ownership to all such Results exclusively to Syngenta, at 
no cost to Syngenta, and to execute or have executed such documents and do or have done 
such other acts as are required therefore. 

 
5.4. To the extent an assignment of such Results should not be feasible, Supplier grants Syngenta 

- except where otherwise explicitly agreed in a SOW - a royalty-free, perpetual, exclusive, 
transferable, sub-licensable, irrevocable and world-wide license to use, copy, modify, 
distribute, display, broadcast and create derivative works of such Results. Such derivative works 
will be owned by Syngenta. To the extent necessary for the usage of such derivative works, 
Supplier hereby grants to Syngenta a royalty-free, perpetual, exclusive, transferable, sub- 
licensable, irrevocable and world-wide license to use, copy, modify, distribute, display or 
broadcast such derivative works. 

 
5.5. For the avoidance of doubt, the Parties understand that - unless otherwise explicitly agreed in 

a SOW - all intellectual property of Supplier existing as of the date of the Agreement as well 
as all intellectual property of Supplier amended by Supplier during the term of the Agreement 
(e.g. methodologies developed or amended by Supplier), which does not constitute Results 
(collectively, the "Pre-existing material"), shall be and remain the sole property of Supplier. 
As to any Pre-existing Material of the Supplier, the Supplier grants to Syngenta and Syngenta 
Affiliate(s) a royalty-free, perpetual, exclusive, transferable, sub-licensable, irrevocable and 
world-wide license to use, copy, modify, distribute, display, broadcast and create derivative 
works of such Pre-existing Material, including the right to have third parties do any of the fore- 
going, to the extent required for Syngenta’s use in the project, of the Results, Services and/or 
Products. 

 

 6.   Warranty and Indemnity   
 

6.1. The Supplier warrants and represents that the Services and/or Products will be provided with 
all due care, skill, judgment and diligence and in a professional manner and in accordance 
with good industry standards and practices at the time of entering into the Agreement as well 
as the Supplier’s own standards and practices and any additional standards and practices as 
explicitly agreed in a SOW. 

 
6.2. Supplier warrants that the Results and the Products and/or Services rendered by Supplier are 

free of third party rights (including, without limitation, Intellectual Property Rights) which might 
exclude or impact their use by Syngenta. To the extent that specifications are defined in the 
Agreement and/or any SOW, Supplier warrants meeting these specifications as well as 
reasonable instructions by Syngenta within the scope of the Agreement and/or any SOW. 

 
6.3. Supplier agrees to correct free of charge and in a reasonable timeline as defined by Syngenta, 

any defects notified by Syngenta within 2 (two) years from: (i) the date of acceptance of the re- 
spective Product and/or Service; or (ii) if the acceptance procedure was not applicable, from 
the date of the last provision/delivery of a respective Product and/or Service (in case that sev- 
eral SOWs are required to provide/deliver a respective Product and/or Service, the last SOW 
shall be relevant to determine the respective date) (such date as per (i) or (ii) hereinafter “De- 
livery Date”), any defects of the Product and/or in the provision of the Services respectively 
and which either become apparent to Supplier or which are notified to the Supplier by Syngen- 
ta or its respective Affiliate. 

 
6.4. After the expiry of the warranty period under Section 6.3, Supplier shall nevertheless continue 

to be liable for correction, free of charge and in a reasonable timeline (as defined by Syngenta), 
of any hidden defects. Syngenta shall notify Supplier of any hidden defects promptly after they 
have been detected. The rights of Syngenta in respect of hidden defects shall become time-
barred 5 (five) years after the Delivery Date. 

 
6.5. If Supplier is unable to cure any such defect in accordance with Section 6.3 or 6.4, Syngenta 

shall have at its sole discretion the option, by giving Supplier written notice (including e-mail, 
Fax etc), notwithstanding any other rights or remedies that may be available to Syngenta under 
the Agreement or otherwise, to apply one or more of the following remedies as appropriate: 
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a) require the Supplier, at Supplier’s cost and expense, to continue to promptly remedy any 

defect or to re-perform or re-deliver the Services and/or the Products giving rise to the 
breach within an additional deadline (as defined by Syngenta); 

 

b) Syngenta to remedy, at Supplier’s cost, any defect or perform any non-conforming Services 
and/or Products itself or to have them remedied by a third party at Supplier’s cost; 

c) to request adequate reduction of the remuneration or refund of part of the payments made 
in consideration of the reduced value of the Services and/or Products due to their defec- 
tiveness or to the undue performance of the relating Services and/or Products to be pro- 
vided under the Agreement; or 

 
d) in case of material or defects: rescind the Agreement, as a result of which Supplier shall 

be obliged to promptly reimburse all remuneration already paid by Syngenta. 
 

6.6. Supplier shall indemnify and hold harmless, including payment of all damages, costs, expens- 
es (including reasonable court and attorney charges) and losses, howsoever arising incurred 
by Syngenta to the extent any third party alleges that any of the Products and/or Services in- 
fringes any of its intellectual property rights (a “Claim”), provided that: (i) Supplier is given writ- 
ten notice of the Claim, (ii) Supplier is given all reasonable information and assistance from 
Syngenta, which Supplier may require to defend the Claim, (iii) Supplier is, to the extent per- 
missible by law, given sole control of the defence of the Claim, and all negotiations for its set- 
tlement or compromise thereof; and (iv) the alleged infringement does not result exclusively 
from any non-permitted uses, alterations, modifications or enhancements carried out by Syn- 
genta or on its behalf by a third party. If such Claim has occurred, or in Supplier’s opinion is 
likely to occur, Syngenta agrees to permit Supplier, at Supplier’s sole option and expense, ei- 
ther to procure for Syngenta the right to continue using the Services and/or Products or to re- 
place or modify the same so that it becomes non-infringing without loss of functionality, or if 
none of the foregoing alternatives is reasonably available, refund to Syngenta any charges 
paid in respect of the respective Services and/or Products. For avoidance of doubt, the Parties 
acknowledge and agree this Supplier’s potential liability is uncapped. 

 

 7.   Liability   
 

7.1. Notwithstanding any other provision in the Agreement, the Supplier accepts liability in full and 
without limit for: (i) personal injury or death caused by the negligence of the Supplier or its 
Personnel; and (ii) fraudulent misrepresentation of the Supplier or its Personnel; (iii) personal 
and property damages caused by the negligence of the Supplier or its Personnel; and (iv) 
breach of Supplier’s obligations regarding confidentiality and data privacy. 
 

7.2. Subject as provided otherwise in Section 7.1, Supplier’s liability for breach of the Agreement 
shall be limited to a sum equivalent to two times the aggregate of all charges due under the 
Agreement (including charges due under any SOWs).  

 

 8.   Confidentiality   
 

8.1. The Parties undertake to comply with their respective duties as set forth in Exhibit C hereto. 
 

 

 9.   Data Protection   
 

9.1. The Parties undertake to comply with their respective duties as set forth in Exhibit D hereto. 
 

 10. Insurance   
 

10.1. Supplier shall be obliged to conclude, procure and maintain with duly licensed insurance com- 
panies a professional indemnity and product liability insurance policy for its liability and all oth- 
er insurances that may be relevant for providing the Products and/or Services. Syngenta may 
demand at any time a proof of this insurance coverage, including an indication of the amount 
insured. 

 

 11. Term & Termination   
 

11.1. The Agreement shall become effective from the date stipulated in the Agreement and, unless 
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terminated earlier, shall remain in force until payment of charges due for satisfactory completion 
of the delivery of Products and/or Services. 

11.2. If the Supplier is in material or persistent non-material breach of its obligations under the 
Agreement and shall fail to remedy the same after receiving a 10 day notice from Syngenta 
specifying the breach and requiring its remedy, then Syngenta shall be entitled to terminate the 
Agreement with immediate effect. This right is without prejudice to Syngenta’s rights under 
Section 6.5 

 
11.3. Syngenta may terminate the Agreement for convenience at any time by giving seven (7) days 

written notice, in which case Syngenta shall be liable for payment of charges due to Supplier for 
Products and/or Services satisfactorily completed or delivered up until the date of termination. 

 
11.4. The following provisions will survive any termination or expiry of the Agreement: Section 3.7 

and Exhibit A (Compliance with Off-Payroll Working Legislation), Section 5 (Ownership of 
Results), Section 6 (Warranty and Indemnity), Section 7 (Liability), Section 8 (Confidentiality), 
Section 9 (Data Protection), Section 19 (Law and Jurisdiction). 

 

 12. Force Majeure   
 

12.1. Neither Party to the Agreement shall be deemed to be in breach or otherwise liable as a result 
of any delay or failure in the performance of its obligations if and to the extent that such delay or 
failure is caused by Force Majeure (any unavoidable circumstance that is beyond the reasonable 
control of the Party) and the time for performance of the relevant obligation(s) shall be extended 
accordingly. 

 
12.2. A Party whose performance of its obligations under the Agreement is delayed or prevented by 

Force Majeure: 
 

a) shall notify in writing the other Party and keep the other Party at all times informed of the 
nature, extent, effect and likely duration of the circumstances constituting the Force Majeure; 

 

b) shall use all reasonable endeavours to minimise the effect of the Force Majeure on its per- 
formance of its obligations under the Agreement including the making of any alternative 
arrangements for resuming the performance of its obligations which may be practicable; and 

c)  
d) shall after the cessation of the Force Majeure, notify the other Party thereof and resume full 

performance of its obligations under the Agreement. 
 

 
12.3. If Supplier is relieved from its obligations based on Force Majeure, then Syngenta shall be 

relieved from the corresponding payment obligations. 
 

 13. Affiliates   
 

13.1. The Parties acknowledge that under the Agreement there may be various projects under which 
Supplier will provide Products and/or Services for Syngenta as well as some of its Affiliates and 
that Syngenta is entitled to request Supplier to provide Products and / or Services to Affiliates as 
agreed in a SOW. 
 

 14. Subcontracting   
 

14.1. Supplier shall not, without the express prior written consent of Syngenta, which may be 
withheld at Syngenta’s sole discretion, assign, sub-contract or otherwise delegate in any way 
the performance of any of its obligations under the Agreement except as may be permitted under 
Exhibit A (Compliance with Off-Payroll Working Legislation). 

 
14.2. Supplier ensures that any contract with its authorized subcontractors is in compliance with the 

terms of the Agreement and that such compliance can be audited. Notwithstanding any other 
provision of the Agreement, Supplier shall at all times be responsible and liable for the per- 
formance of its obligations under the Agreement, including any failure of any authorized sub- 
contractor or other third party to perform Supplier’s obligations under or to comply with the 
Agreement. 

 

 15. Notices   
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15.1. All notices under the Agreement shall be made in writing and shall be deemed to have 
been properly received: (i) if delivered by messenger: when delivered; (ii) if mailed postage 
prepaid, when delivered; (iii) if delivered by reputable overnight express courier, freight prepaid, 
when delivered.  

 

 16. Compliance / Audit   
 

16.1. Supplier is responsible for ensuring compliance with all applicable laws and regulations (in- 
cluding but not limited to national work rules). Supplier will hold and maintain appropriate valid 
permits for its Personnel providing the Products and/or Services or involved in delivering the 
Products and/or Services, such as residence and work permits. Supplier will provide Syngenta 
with copies of such permits before such Personnel starts providing Products and/or Services 
or at any later time upon Syngenta’s request. 

 
16.2. Supplier shall adhere to all applicable Syngenta Policies (including but not limited to those in 

Exhibit B). When accessing Syngenta’s premises or (IT) systems Supplier will adhere to all re- 
spective policies (including but not limited to those related to HSE and IT security) communi- 
cated to Supplier. 

 
16.3. Supplier will keep accurate books and records in connection with the performance of its 

obligations under the Agreement (including details of all payments made or received in 
connection with the performance of its obligations). Once every calendar year, Syngenta may 
conduct an audit of Supplier’s books and records, IT systems, premises etc. relating to the 
Products and/or Services supplied under the Agreement. Syngenta shall be entitled to delegate 
this task to a third party that is subject to similar confidentiality obligations as those agreed in 
the Agreement. 

 
16.4. Syngenta has committed to upholding the principles set out in the Universal Declaration of 

Human Rights of the United Nations and the International Labour Organisation’s Core Con- 
ventions. In light of this, Syngenta requires all suppliers to comply with certain minimum labour 
standards set forth in the Syngenta Minimum Requirements for Suppliers (Exhibit B5). Supplier 
agrees to – and to have all agents, subcontractors and Affiliates – comply at all times during the 
validity of the Agreement with the Syngenta Minimum Requirements for Suppliers. 

 
16.6. Supplier has not and shall not pay, offer, promise, or authorize any payment or other ad- 

vantage, whether directly or through intermediaries, to a public official or a business partner 
(individual, institution, commercial or non-profit organization etc.) to improperly obtain, retain 
or direct business or to secure any other improper advantage in the conduct of business in 
connection with the performance of the Agreement. 

 
16.7. Supplier warrants that neither Supplier nor any owner, partner, officer, director or employee of 

Supplier or of any affiliate company nor any close relative of the foregoing is a public official 
(meaning any person holding an office or working for or on behalf of a government entity or 
government funded entity at any level) who is in a position to affect or influence the award of 
business or any other advantage to Syngenta during the term of the Agreement unless dis- 
closed to Syngenta in advance and approved in writing. Supplier shall immediately notify Syn- 
genta if a public official who is in a position to affect or influence the award of business or any 
other advantage to Syngenta becomes an officer or employee of Supplier or acquires a direct 
or indirect interest in Supplier during the term of the Agreement; 

 
16.8. Supplier shall indemnify, defend and hold harmless Syngenta, its Affiliates, and their respec- 

tive directors, officers, employees, agents, representatives, distributors, suppliers or custom- 
ers from and against all losses, expenses (including reasonable attorney’s charges), damag- 
es, fines, penalties, liability, judgments and settlements suffered or incurred howsoever relat- 
ing to, in connection with or arising as a result of Supplier’s breach of or failure to perform its 
obligations with respect to compliance set out in Section 16. Any violation of Section 16 shall 
constitute a material breach of the Agreement and trigger the respective consequences. 

 

 17. No Assignment   
 

17.1 Neither Party shall assign any of its rights or obligations under the Agreement to any Party 
without the prior written consent of the other Party. Any assignment in violation of this section 
shall be null and void. Notwithstanding the above, Syngenta shall be entitled to assign the 
Agreement to any of its Affiliates upon written notice of such assignment to Supplier. 

 



 
General Terms and Conditions for Purchase Orders 

Page 8 of 33 
 

 18. Miscellaneous   
 

18.1. In the event that one or several of the provisions of the Agreement and / or a SOW are or be- 
come invalid or unenforceable, the remainder of the Agreement and / or a SOW shall not be 
affected. The Parties shall agree appropriate provisions to replace any invalid or unenforcea- 
ble provisions, or to filling an omission of the Agreement by a valid provision which comes as 
close as possible to the commercial purposes both Parties intended with the initial provision or 
which corresponds to that commercial purpose which, according to the sense and purpose of 
the Agreement, the Parties would have intended, had they considered the matter. 

 
18.2. Supplier shall be acting in the capacity of an independent contractor and nothing in the 

Agreement shall be construed as creating any contract of employment or the relationship of 
a joint venture of any kind between the Parties, its Affiliates, sub-contractors or employees. 

 
18.3. Neither Party shall use the other Party’s names, logos or other trademarks in its marketing 

materials, on its web site, in press releases or for any similar purpose without the other Party’s 
prior written consent. 

 
18.4. The Agreement contains the entire agreement between the Parties concerning the subject 

matter hereof. No amendment, modification or discharge of the Agreement, (including any SOW) 
and no waiver shall be valid or binding unless set forth in writing and signed by the Parties 
hereto. Supplier agrees that no failure or delay by Syngenta in exercising any right, power or 
privilege under the Agreement will operate as a waiver thereof, nor will any single or partial 
exercise thereof preclude any other or further exercise thereof or the exercise of any right under 
the Agreement. 

 
 19. Law and Jurisdiction   

 
19.1. The Agreement shall be subject to English law, without any regard to its conflict of law princi- 

ples and the United Nations Convention on Contracts for the International Sale of Goods (Vi- 
enna 1980). 

 
19.2. All disputes arising in connection with the Agreement shall be submitted to the exclusive juris- 

diction of the courts of England. 
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 Exhibit A: Compliance with Off-Payroll Working Legislation 
 
Part A1: Applies if Supplier is an Intermediary 
 
Definitions: 
 

“Deemed Employment engagement” means an engagement to which Chapter 10 of Part 2 of the 
Income Tax (Earnings and Pensions) Act 2003 applies. For the avoidance of doubt, Deemed 
Employment means employed for tax purposes only and does not mean that the Individual has 
employee status; 
 
“Individual” means any individual, including any substitute, providing services through Supplier (an 
Intermediary) to Syngenta; 
 
“Intermediary” means an intermediary as described in Chapter 10, Part 2, section 61M(1)(c) of 
of the Income Tax (Earnings and Pensions) Act 2003 (as amended) or as described in any 
new relevant legislation; 
 
“ITEPA” means the Income Tax (Earnings and Pensions) Act 2003 (as amended); 
 
Off-payroll Working Legislation: Chapter 10 of Part 2 of ITEPA;  
 
“Representation” means a representation made to Syngenta that the Individual disagrees with 
Syngenta’s determination as to whether or not the engagement is a Deemed Employment 
engagement. 

 
Provision of Services: 
 

1. Supplier shall, and shall procure that the Individual will, promptly give to Syngenta all information, 
documentation and materials (the “IR35 Information”) as it may reasonably require from time to 
time in order for Syngenta to determine from time to time whether the engagement is a Deemed 
Employment engagement and, if Syngenta does so determine, in order for Syngenta to comply 
with any obligation to deduct tax and National Insurance contributions  from the charges due under 
Section 4 of the Agreement. Supplier shall also, and shall procure that the Individual shall also, 
promptly advise Syngenta of any material change to any IR35 Information and will also promptly 
give to Syngenta any other IR35 Information which Supplier or the Individual considers (or ought 
reasonably to consider) relevant to determining whether the engagement is a Deemed 
Employment engagement. 
 

2. Supplier warrants that all IR35 Information provided to Syngenta is complete, accurate and truthful 
and it shall ensure that the Individual warrants the same to Supplier.  

 
3. Where a Representation made by or on behalf of the Individual has been given to Supplier 

(whether orally or in writing) Supplier shall immediately notify Syngenta (or any person nominated 
by Syngenta) of such Representation and in any case within three days of receipt.  
 

4. Syngenta may provide to Supplier a disagreement process in accordance with the Off-Payroll 
Working Legislation (the “Disagreement Process”). In that event, Supplier undertakes to comply 
with any such Disagreement Process and will procure that the Individual shall comply with it. Where 
Supplier disagrees with any status determination made by Syngenta in respect of assessing 
whether the engagement is or will be Deemed Employment, Supplier must promptly and without 
unreasonable delay provide Syngenta with its reasons (including, where applicable, any supporting 
evidence) in writing.  

5. Supplier agrees to keep detailed records of all things done in connection with any assessment of 
Deemed Employment (and any resulting status determination)  for a period of seven years and 
further agrees that it shall, at Syngenta’s request, make such records available for inspection and/ 
or provide copies thereof to Syngenta within three days of any request. 
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Termination  

6. Notwithstanding the provisions of Section 11 of the Agreement (Term and Termination), Syngenta 
may terminate the Agreement with immediate effect without notice and without any liability to make 
any further payment to Supplier (other than in respect of amounts accrued before the termination 
date) if at any time the engagement is determined by Syngenta or, subsequently, HM Revenue & 
Customs to be Deemed Employment. 

Fees 

7. Where the engagement is a Deemed Employment engagement, Syngenta or any third party payroll 
provider (upon Syngenta’s instructions) will be permitted to make any such deductions for tax or 
National Insurance Contributions (“NICs”) from the charges as required by law in accordance with 
the determination made by Syngenta. 
 

8. If any claim, assessment or demand is made against Syngenta for payment of any income tax or 
NICs or other similar contributions arising from or due in connection with either the performance 
of the Services or any payment or benefit received by Supplier and/or the Individual in respect of 
the Services, Supplier will, where such recovery is not prohibited by law, indemnify Syngenta 
against any liability, claim, assessment or demand. Supplier will further indemnify Syngenta 
against all costs and expenses and any penalty, fine or interest incurred or payable or paid by 
Syngenta in connection with or in consequence of any such liability, assessment or claim other 
than where such costs, expenses or any penalty, fine or interest arise out of Syngenta’s negligence 
or wilful default. 
 

9. The indemnity in clause 8 above does not apply to any income tax or NICs deducted by Syngenta 
if the engagement is a Deemed Employment engagement and Syngenta makes the deductions 
from the Fee prior to payment to Supplier. 

 
Variation 
 

10. No variation of the Agreement shall be valid or effective unless it is in writing, refers to the 
Agreement and is duly signed or executed by, or on behalf of, each party, except where Syngenta 
determines it appropriate to vary the engagement’s status as a Deemed Employment engagement. 

 
 
Part A2: Applies if Supplier is not an Intermediary 
 
Definitions: 

 
ITEPA: the Income Tax (Earnings and Pensions) Act 2003 (as amended) 
 
Off-payroll Working Legislation: Chapter 10 of ITEPA or any new relevant legislation 
 
PSC: an intermediary as described in section 61M(1)(c) of ITEPA 
 
Status Determination: any status determination process under the Off-payroll Working 
Legislation 
 
Status Determination Statement: a status determination statement as required by the Off-
payroll Working Legislation 
 
PSC Resource: an individual, including any substitute, providing services through a PSC to 
Syngenta 
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Provision of Services: 
 
11. Supplier will be providing a fully contracted out service and the parties consider that the Off-payroll 

Working Legislation does not apply to the Agreement. However, if Syngenta determines the Off-
Payroll Working Legislation does apply to the Agreement, Syngenta shall notify Supplier 
accordingly and the obligations set out in clauses 21, 22 and 23 of Part A2 of this Exhibit A will 
apply. 

 
Supplier’s obligations:  
 

12. The parties agree that Supplier will have responsibility for the performance and method for 
delivering the Services including the management of all personnel who will provide the Services.  

 
Engagement with PSCs: 
 

13. Supplier shall not directly or indirectly provide Syngenta with the services of a PSC Resource 
without the prior written consent of Syngenta. 
 

14. Supplier shall not, under any circumstances, engage with any PSC that is not registered as a 
company in the United Kingdom in respect of the services provided by Supplier under the 
Agreement.  

 
Subcontractors: 
 

15. Where Supplier uses an approved subcontractor in accordance with the Agreement, Supplier 
warrants that it shall not engage such subcontractor who is contracting through a PSC without the 
prior written approval of Syngenta. 

 
16. Supplier shall ensure that any subcontractor shall be bound in writing by terms equivalent in all 

respects to those set out in the Agreement. Supplier shall provide evidence in writing of Syngenta’s 
compliance with this Clause 5 promptly on Syngenta’s request. 

 
Audit rights: 
 

17. Supplier agrees that Syngenta shall have the right, from time to time and for the avoidance of 
doubt, including during review meetings, to request that Supplier provides details of the number of 
its Personnel who provide the Services  to Syngenta and how they are engaged by Supplier.  

 
18. Supplier agrees that Syngenta shall have the right, from time to time, upon written notice to 

Supplier, to conduct an investigation and audit of Supplier to verify compliance with this Exhibit A 
Part A2. Supplier agrees to cooperate fully with such investigation and audit, the scope, method, 
nature and duration of which shall be at the sole discretion of Syngenta. 

 
Indemnities: 

19. Supplier shall be responsible for deduction and payment of all tax, National Insurance contributions 
and other taxes and levies in respect of any PSC Resource and shall keep Syngenta and any 
successor indemnified against all liability to make such statutory payments that may be suffered 
or incurred by Syngenta. 

 
20. Supplier shall indemnify Syngenta and any successor against all liability, assessment or claim 

(including Syngenta's reasonable legal fees incurred in defending any such assessment or claim) 
arising out of or in connection with any breach by Supplier  of any obligations under this Exhibit A 
Part A2. 
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Off-payroll working obligations: 
 

21. Where Syngenta determines that the Off-payroll Working Legislation applies to the Agreement, 
Supplier will be subject to the following obligations:  

 
a. Supplier warrants that it will cooperate with Syngenta throughout the determination process 

required under the Off-payroll Working Legislation (the “Status Determination”).  

 
b. Supplier further warrants that it shall not provide Syngenta with the Services on or following 

the implementation of the Off-payroll Working Legislation prior to a status determination 
statement as required by the Off-payroll Working Legislation (the “Status Determination 
Statement”) being issued to a PSC Resource in accordance with the process below.  

 
c. Supplier agrees to promptly provide Syngenta with such information and documentation as 

it may reasonably require in order to carry out a Status Determination. Supplier shall, and 
shall procure that the PSC Resource  shall, promptly inform Syngenta of any material 
change to any information or documentation previously provided in compliance with this 
clause and shall also promptly provide any other information or documentation that it 
considers (or ought reasonably to consider) to be materially relevant to carrying out a 
Status Determination. 

 
d. Upon receipt of the Status Determination Statement from Syngenta, Supplier warrants that 

it will ensure that the PSC Resource is provided with the Status Determination Statement 
relating to them, together with Syngenta’s reasons for making the Status Determination, 
within three working days and will confirm in writing to Syngenta that the PSC Worker has 
received the Status Determination Statement and reasons. 

 
e. Where Syngenta updates the Status Determination at such intervals as may reasonably be 

necessary, Supplier will notify the PSC Resource of any changes in accordance with its 
obligations under clause 21d. 

 
f. In accordance with clause 21c above, Supplier agrees to provide Syngenta with the most 

recent contact details of the PSC Resource (and ensure any changes are communicated to 
Syngenta promptly) for the purpose of communicating the Status Determination.  

 
g. Syngenta may provide to Supplier a Status Determination disagreement process in 

accordance with the Off-Payroll Working Legislation (the “Disagreement Process”).  In 
that event, Supplier undertakes to comply with the Disagreement Process and will procure 
that the PSC Resource shall comply with it.  

 
h. Where a representation made by or on behalf of a PSC Resource in respect of a Status 

Determination Statement has been given to Supplier (whether orally or in writing), Supplier 
shall immediately notify the person or role nominated by Syngenta of such representations 
and in any case within five working days from receipt. 

 
i. Where Supplier disagrees with the Status Determination Statement, it must promptly 

provide Syngenta with its reasons (including, where applicable, any supporting evidence) in 
writing and in any case within three working days from receipt of the Status Determination 
Statement.  
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j. Supplier agrees to keep detailed records of all things done in connection with any Status 
Determination and shall, at Syngenta’s request, make such records available for inspection 
and/or provide copies thereof to Syngenta within three working days.  

 
k. Supplier agrees to maintain the information and records obtained in accordance with clause 

21j for a period of at least seven years from the date on which such records are created.  
 
Additional Supplier obligations: 
 

22. Supplier represents, warrants and undertakes that from the date that Syngenta informs it that the 
Agreement falls within the scope of the Off-Payroll Working Legislation, and during the continuation 
of the Agreement from that date, Supplier: 
 

a. agrees that it will not directly or indirectly provide Syngenta with the services of a PSC 
Resource without the prior written consent of Syngenta;  

 
b. warrants that it is registered in the United Kingdom and is therefore subject to the relevant 

taxation legislation in the United Kingdom, and further warrants that it will remain so during 
the course of the Agreement; and  

 
c. where Supplier uses a subcontractor in accordance with the Agreement, Supplier warrants 

that it shall not engage such subcontractor who is contracting through a PSC without the 
prior written approval of Syngenta. Where approval is given, Supplier warrants that it shall 
comply with its obligations under clause 22 of Part A2 of this Exhibit A (without limiting any 
other obligations) in relation to the subcontractor and or any PSC Resource supplied by such 
subcontractor. 

 
Payment terms:  
 

23. In the event that Syngenta determines that any Services under the Agreement fall within the scope 
of the Off-payroll Working Legislation, Supplier will make any such deductions or withholdings in 
order to comply with any obligation on Supplier to deduct and account for tax or national insurance 
contributions from Service Fees and/or any other service fee and/or cost paid in accordance with 
the Agreement as required by law. 
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Exhibit B: Syngenta Policies 
 

B1. Compliance – A Guide for third parties 
B2. Expense Principles 
B3. Syngenta Code of Conduct 
B4. Foreign Corrupt Practices Act 
B5. Syngenta Minimum Supplier Requirements 

 
 
Exhibit B1: Compliance – A guide for third parties 
Doing the right thing – together 
 
Living up to our ethical standards is not only the right thing to do but it is also critical to the efficiency and 
reliability of our operations.  
 
Syngenta is committed to doing business with the highest possible standards of ethics and integrity. By 
upholding high standards, we can ensure we maintain our good reputation, meet legal and regulatory 
requirements worldwide and build a firm foundation for future growth. When our work involves the use of 
third parties, we want the same standards to apply. 
  
We’ve produced this guide to give you an overview of the minimum standards to adhere to when we 
conduct our business together. When we work together, we would like you to follow these principles so 
that legally, ethically and morally, we’re living up to the same standards.  
 
Many of you may already have your own ethical policies and procedures in place. We’re not asking to 
supersede or replace any of your existing policies or contractual obligations. The aim of this guide is to 
share our standards and principles with you and ask you to act in accordance with them and live up to 
them when you’re working with us. 
  
If you have any questions, please get in touch with your Syngenta contact. 
  
Together we can ensure that we do business in the right way.  
 

I. By ‘third parties’, we mean people or companies who supply products or services either to 
Syngenta or on our behalf.  

II. A ‘public official’ may include, but is not limited to:  

• Any person holding an office or working for or on behalf of a government entity at any level 
(e.g. a regulatory official or government inspector)  

• Any person working for a government-owned or controlled enterprise, or a public national or 
international organization (e.g. a government-owned school or university)  

• Any person performing a public function or providing a public service, even if that person works 
for a non-governmental institution  

• Any person who is considered a public official under local law.   
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1. We don’t allow bribery, kickbacks or other unofficial payments  

We are committed to conducting business properly with full transparency and without engaging in any 
form of bribery or other corrupt behavior. You must not offer or accept bribes to obtain an undue or 
improper advantage for Syngenta.  
 
We expect you to understand and apply the following principles: 
 
A: We don’t pay bribes 
 
Bribery goes against our values. We don’t pay, offer to pay or receive bribes in any form, including 
kickbacks and other unofficial or improper payments. 
 
B: We prohibit all types of bribes 
 
A bribe is a bribe, regardless of whether it takes the form of cash, an excessive or lavish gift, an 
employment offer or a charitable contribution. Anything which is offered or received with the intention 
of improperly influencing a business decision for or on behalf of Syngenta is considered a bribe. 
 
C: We don’t allow facilitation payments 
 
You must not offer or make any ‘facilitation payments’ to public officials when acting on behalf of 
Syngenta. These unofficial, nominal fees are designed to secure or speed up a routine action that the 
official is obliged to perform, such as issuing a license or allowing goods through customs. 
 
D: We make no distinction between public and private bribery 
 
We don’t support bribery, whether it’s to public officials, private business partners or members of their 
family. 
 
E: We keep records of business dealings 
 
When you supply products or services to Syngenta, we ask you to keep proper written records of this 
work. On occasion, Syngenta – or parties appointed by us – may ask to see these records in order to 
check them. 
 

2. Gifts and entertainment must not influence business decisions  

While we recognize that gifts and entertainment are often seen as an established part of business, it 
is vital that they must never improperly influence, or seem to improperly influence, a business decision.  
Gifts and entertainment which are provided in the absence of any clear business justification or 
legitimate purpose, and are intended to improperly influence or obtain a business decision, are 
considered a bribe. All forms of bribes are prohibited by Syngenta.  
 
When doing business with or on behalf of Syngenta, you must not offer to a Syngenta employee, a 
government or public official or to any other party on our behalf any gift or entertainment which is 
inappropriate, excessive or could be seen as attempting to improperly influence a business decision 

 
3. We will not tolerate fraud  

The deliberate misuse of company resources for personal enrichment by Syngenta employees or third 
parties is fraud.  
 
Syngenta has zero tolerance for the act or concealment of fraud.  
 
When you’re doing business with Syngenta, we require that you support our anti-fraud stance and help 
us in any investigation of suspected fraud that involves or impacts our business 
 

4. We do not condone, facilitate or support money laundering  

We only conduct business with reputable third parties who are involved in legitimate business dealings, 
using funds derived from legitimate sources.  
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You must comply with all applicable laws and regulations that prohibit money laundering. Syngenta 
business shall not be misused for money laundering purposes. 
 

5. We avoid conflicts of interest  

All business transactions must be conducted with the best interests of Syngenta in mind.  
 
You must not benefit improperly through your relationships with Syngenta employees.  
 
Equally, no Syngenta employee may personally benefit in an improper way from a relationship with 
another individual or organization. 
 

6. We prohibit anti-competitive behavior  

Competition laws apply to all business arrangements, whether they are in written, oral or any other 
form. Price fixing, bid rigging and other anti-competitive behaviors are prohibited.  
 
You must ensure that your business on behalf of Syngenta is conducted in an open and competitive 
manner, and that all business practices fully comply with applicable competition laws wherever they 
are conducted. 
 

7. We are committed to safe working conditions 

We are committed to ensuring the safety of our employees and complying with all applicable health 
and safety laws and regulations. 
 
When you work with us, we ask you to comply with all applicable health and safety laws and 
regulations, and to create safe working conditions and a healthy work environment for workers at all 
premises under your control. 
 

8. We comply with environmental standards 

We aim to minimize the environmental impact of our operations by complying with all applicable laws, 
international guidelines and industry standards. 
 
You must comply with all applicable environmental laws, guidelines and standards relevant to 
operations, whether at your own premises or those of Syngenta  
 

9. We respect trade controls and economic sanctions 

We follow applicable international trade control laws and regulations, including those relating to 
economic sanctions, customs requirements and export controls. Such requirements also include not 
participating in boycotts or other restrictive trade practices. 
 
Likewise, we require you to respect all relevant trade controls and economic sanctions. 
 

10. We source materials responsibly 

We are committed to sourcing all materials used in our business responsibly. 
 
We ask you to take a similarly responsible approach. This includes implementing supply chain due 
diligence policies and making sure that the money you pay to others for materials does not go to groups 
or people who violate employment laws, engage in violence or are involved in the abuse of human 
rights.  
 

11. We respect intellectual property and confidential information 

We retain the ownership of all intellectual property that we create. You must respect intellectual 
property rights and safeguard Syngenta confidential information, customer and employee information. 
 
You should only use Syngenta information and property (including equipment, drawings and 
specifications) for the purpose for which they were originally provided. 
You should take appropriate steps to safeguard and maintain the confidentiality of Syngenta’s 
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proprietary information, including maintaining it in confidence and in secure work areas and not 
disclosing it to third parties (including other customers, subcontractors, etc.) without the express prior 
written permission of Syngenta. 
 

12. We respect data privacy  

We take strict measures to protect the data in our care. 
 
You should keep all personal and sensitive information relating to Syngenta employees and business 
partners confidential and in accordance with applicable data privacy standards and contractual 
requirements.  
 
You should not transfer, sell or trade personal information with other third parties 
 

13. Subcontractors must uphold the same standards  

We require subcontractors working on our behalf to ensure that they comply with our standards.  
 
We ask you to make sure that any subcontractors you employ to carry out business for Syngenta also 
comply with our standards. In addition, you must notify Syngenta in writing prior to using 
subcontractors, and the use of contractors must be expressly permitted by the relevant contractual 
agreements between us  
 

How to report/raise concerns  
 

Syngenta takes compliance with this guide seriously. If you suspect that somebody is not complying 
with the principles of this guide then please let us know immediately so that we can look into the matter.  
You can do this by sending an email to syngenta.compliance@syngenta.com 

 
Any questions?  
 
We hope this guide gives you a clear idea of how we would like you to do business when you work with 
Syngenta. If you have any questions please get in touch with your usual contact at Syngenta or email 
syngenta.compliance@syngenta.com and we’ll do our best to help. 

 
 
Exhibit B2.   Expense Principles 
 

All expenses claims made by the Supplier are subjected to the following Expenses Policy.  
Supplier will work with Syngenta’s travel agency and Project Management Lead and manage it 
expense as best and as professionally as possible. 
Supplier will manage its time in such a way as to ensure the minimum of travel is required.  
Air Travel: Economy/coach class will be taken for each single flight of less than five hours, even if 
the total trip has more than one flight and totals more than five hours. Business class can be 
booked for all single flights of more than five hours. Because of the extremely high prices charged, 
excess baggage is to be avoided as much as possible.  
Hotels: appropriate three or four star hotels should be selected and standard room categories are 
to be booked.  
Meals: The cost of meals should not exceed what is generally regarded as a standard lunch/dinner 
price. Lunch should be taken in the Syngenta staff restaurant when working on Syngenta premises. 
The Supplier shall not make any additional charge for providing such work space, general office 
supplies, equipment, telecommunications and IT, secretarial or administrative support and other 
facilities as may be required to enable the Supplier to properly perform the Services the cost of 
which are deemed to be included within the Charges. The Charges do not include the cost of 
materials [example: psychometric or feedback survey tools, remove, complete, add as 
appropriate]. 

Any invoice for out-of-pocket Expenses as per this Section shall be invoiced at cost (net of VAT if 
such VAT is recoverable by the Supplier), accompanied by receipts and further details and 
information as Syngenta may reasonably request. 

 

mailto:syngenta.compliance@syngenta.com
mailto:syngenta.compliance@syngenta.com


 
General Terms and Conditions for Purchase Orders 

Page 18 of 33 
 

 
Exhibit B3. Compliance with Syngenta Code of Conduct 
 

Syngenta prides itself on doing business with integrity and has set out the standards by which 
we conduct business in our Code of Conduct can be found under 
https://www.syngenta.com/company/governance/code-of-conduct . 

 

Supplier agrees to provide Services and/or Products in a manner that is consistent with our 
Code of Conduct. 

 
Therefore, we request that you familiarize any of your employees and those of its Affiliates, 
subcontractors, agents etc. performing services for any Syngenta affiliate with our Code of 
Conduct and require that they comply with its terms in performing such services. 

 
Please also communicate to them that any suspected violations of the Syngenta Code of 
Conduct can be reported to any member of management, the Legal department, the Regional 
Compliance Officer, any member of the Human Resources Department or through Syngenta’s 
Compliance Helpline, which can be accessed through the intranet at 
www.syngentacompliancehelpline.com or by calling the phone number listed in the enclosed 
document based on the country where the call is originating.   
 
 

Exhibit B4. Foreign Corrupt Practices Act 
 
 

Supplier has not taken and will not take any actions in furtherance of an offer, payment, prom- 
ise to pay or anything else of value, to any government official in any country (including gov- 
ernment-controlled entities and public international organizations and candidates for political 
offices or any person acting in an official capacity for or on behalf of any of the foregoing, all of 
the foregoing being referred to as “Government Officials”) or to any other person while know- 
ing that all or some portion of the money or value will be offered, given or promised to a Gov- 
ernment Official for the purposes of obtaining or retaining business or securing any improper 
advantage. 

 
Neither Supplier nor any owner, partner officer, director or employee of Supplier or of any affil- 
iate company of Supplier nor any close relative of any of the foregoing is or will become a 
Government Official who is or will be in a position to affect or influence the award of business 
or any other advantage to Syngenta during the term of the Agreement without the prior written 
consent of Syngenta. 

 
Exhibit B5. Syngenta Minimum Requirements for Suppliers 
 
 

Supplier shall and by signing the Supply Agreement and any SOW under the Agreement un- 
dertakes to perform the Services in accordance with the following: 

 
Minimum Supplier Standards 

 
1 Introduction 

 
SYNGENTA has committed to upholding the principles set out in the Universal Declaration of 
Human Rights of the United Nations and the International Labor Organization’s Core Conven- 
tions. These include: freedom of association; the right to organize and collective bargaining; 
non-discriminatory remuneration; and minimum working age. The core conventions forbid 
practices such as unlawful discrimination, child labor, bonded labor and slavery. 

 
This document is based on the key rules and regulations which apply within SYNGENTA and 
which implement the above commitments which are specified in detail in articles 22 to 24 of 
the SYNGENTA Code of Conduct. This document forms an integral and binding part of the 
contractual relationship between SYNGENTA and Supplier. 

 
2 Freedom of Association and Collective Bargaining 

https://www.syngenta.com/company/governance/code-of-conduct
http://www.syngentacompliancehelpline.com/
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Where recognized in accordance with local laws, the Supplier shall recognize unions and col- 
lective worker representations for collective bargaining and negotiation purposes regarding the 
terms and conditions of employment. 
No employee or employee representative of the Supplier must be subject to discharge, dis- 
crimination, harassment, intimidation or retaliation for exercising their lawful right to associate 
or bargain collectively. 

 
3 Working Hours / Wages & Benefits / Conditions of Work 

 
The regular working hours of Supplier’s employees must not exceed any limits defined by local 
laws. 
All employees of the Supplier must receive a wage no less than the national minimum wage. 
Supplier shall ensure that all employees work in a safe environment at all premises under 
Supplier’s control. 
Supplier shall comply with all applicable environmental rules, obligations and laws applicable 
to the operations at Supplier’s premises. 

 
4 Child Labor 

 
Supplier must not use any child labor. Child labor is considered any work or activity that inter- 
feres with the full time schooling of a child and/or is mentally, physically, socially or morally 
dangerous and harmful to children. In addition, Supplier must not employ children younger 
than the legal minimum working age for children, and must not employ young person’s to un- 
dertake dangerous or hazardous work. 

 
5 Discrimination 

 
Supplier shall ensure that hiring, placement, remuneration, advancement, training and discipli- 
nary decisions within Supplier are consistent with local law. If there are no local laws prohibit- 
ing discrimination in the workplace, Supplier agrees not to make any employment decisions on 
an individual’s gender, age, nationality, ethnicity, race, color, creed, caste, language, disability, 
organizational membership, opinion, health status, marital status, maternity, sexual orienta- 
tion, or the employee’s civic, social, or political distinctiveness. 
6 Illegal, Forced, Bonded & Compulsory Labor 

 
Supplier must not use or benefit from any illegal labor, including illegal migrant labor, nor will 
the Supplier use or benefit from any forced, compulsory and/or bonded labor. 
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Exhibit C: Non-Disclosure Agreement 
 

1. Syngenta and its Affiliates have and/or will disclose to Supplier certain information that is either 
identified as confidential at the time of disclosure or should be understood by a reasonable person 
to be confidential in nature ("Confidential Information"). All Results (as defined in Section 5.2 of the 
Agreement) and Personal Data disclosed to Supplier (as defined in Exhibit D) shall be the 
Confidential Information of Syngenta. 

 
2. Excepted from the definition of Confidential Information shall be information that Supplier can prove: 

a) was in the public domain at the time of disclosure by or on behalf of Syngenta or after disclo- 
sure became part of the public domain, other than by breach of the Agreement by Supplier, its 
employees, officers, directors, agents or subcontractors; 

b) was acquired without any confidentiality obligation from a third party who had no respective 
confidentiality obligations towards Syngenta or any of its Affiliates; 

c) was in Supplier’s possession without any confidentiality obligations; 
d) was developed independently by Supplier with no reliance at all on any Confidential Infor- 

mation or was developed independently by Supplier not in connection with the provision of Services 
and/or Products under the Agreement; or 

e) Supplier might be under a legal obligation to disclose to a government or other public authori- 
ty, provided that Supplier immediately upon learning of such obligation, and prior to disclosure, 
if lawfully possible, notifies Syngenta of such disclosure obligation and reasonably cooperates 
with Syngenta in limiting the scope of disclosure, if lawfully possible. 

f) Confidential Information shall not be deemed to be within the foregoing exceptions merely be- 
cause it is: (i) specific and merely embraced by more general information in the public domain 
or Supplier's possession; or (ii) a combination which can be pieced together to re-construct the 
Confidential Information from multiple sources, none of which shows the whole combination, 
its principle of operation and method of use. 

 
3. Supplier undertakes to maintain strictly confidential at all times any and all Confidential Information 

of Syngenta and not to use any Confiden- tial Information of Syngenta for any purpose whatsoever 
other than the provision of the Products and/or Services in accordance with the Agreement. 
Supplier shall only disclose Confidential Information to those of its employees, officers, authorised 
agents and subcontractors who have a need to know in order to properly provide the Products 
and/or Services. Supplier will request its authorised agents and subcontractors to sign a secrecy 
undertaking substantially similar to this Exhibit C and provide this to Syngenta promptly upon 
Syngenta’s request. 

 
4. The Supplier shall ensure that there are implemented at all times appropriate technical and organ- 

isational security measures in accordance with Best Industry Practice (“Security Measures”) 
to protect the security of all stored or processed Confidential Information. The Security Measures 
shall include (without limitation) the technical and organizational measures as agreed in a SOW; 
provided always that the measures implemented by the Supplier shall provide at least the same 
level of protection for the Confidential Information as is provided for by Syngenta’s internal corpo- 
rate security and information security policies, codes of practice and procedures in force (and as 
updated) from time to time. 

 
5. If Supplier becomes aware of any unauthorised use, disclosure, access, possession or knowledge 

of all or any of the Confidential Information, Supplier shall immediately notify Syngenta and take all 
reasonable steps requested by Syngenta to protect the confidentiality of such Confidential Infor- 
mation. 

 
6. Unless otherwise agreed, the above confidentiality obligations remain valid for a period of 5 (five) 

years from the date of termination or expiry of the Agreement. 
 

7. Supplier acknowledges that in the event of a breach of the confidentiality provisions of the 
Agreement Syngenta may suffer irreparable harm and money damages may not be a sufficient 
remedy for any breach of the Agreement by Supplier, in addition to all other remedies, Syngenta 
shall be entitled to seek the remedy of an injunction for the breach or threatened breach of the 
terms of the Agreement. 

 
8.  
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Upon termination of the Agreement, Supplier shall destroy or – if Syngenta requests in writing - 
return to Syngenta within thirty (30) days any Confidential Information. However Supplier may 
keep an archival set of its working papers together with such copies of Syngenta’s Confiden- tial 
Information necessary to comply with applicable laws, regulations and professional standards. 

 
9. Notwithstanding anything to the contrary in the Agreement, Supplier may disclose Confidential 

Information as may be required by law, including any subpoena or other similar form of process. 
Supplier will provide Syngenta with prompt notice of any such request (to the extent as such no- 
tice is not prohibited by law), so that Syngenta may object to the request and/or seek an appropri- 
ate protective order. 
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Exhibit D: Data Protection 
 

1. Definitions  
 
For the purpose of this Exhibit the following definitions apply:   
 
“Code of Conduct” code of conduct approved and recognized in the country or industry of the 
Parties as adequate measure to safeguard cross-border data transfers. 
 
“Data Protection Legislation” means laws, enactments, regulations, orders, standards and 
other similar instruments applicable in the country from which data originates or, if there are no 
such defining laws or regulations in the respective country, as set forth in the General Data 
Protection Regulation (Regulation (EU) 2016/679, “GDPR”); 
 
“Standard Contractual Clauses” two sets of standard contractual clauses as adopted by the 
European Commission and which are formally recognized as “adequate” legal measures to 
cover cross-border data transfers. These clauses consist of:  a) decision 2001/497/EC and 
decision 2004/915/EC on “EU controller to non-EU or EEA controller” and b) decision 
2010/87/EU on EU controller to non-EU or EEA processor (incl. transfers to sub-processors) . 
 
We refer to the definitions of the applicable data protection legislation or to the GDPR ( if there 
are no such definition in the applicable law) for the following terms: ‘Data Controller’; ‘Data 
Processor’; ‘Data Subject’; ‘Personal Data’; ‘Processing’; ‘Personal Data Breach’; ‘Sub-
processor’ and ‘Binding Corporate Rules’.  

 
2. Data Controller’s Instructions and Compliance with Data Processing Requirements 

 
2.1. The Data Processor shall only use Personal Data in order to perform the Services as defined 

in the Agreement and only as long as the Processing of Personal Data is necessary for it duly 
performing the Services under the Agreement. In this Exhibit D, all references to “performing 
Services under the Agreement” or similar expressions means Supplier delivering the Products 
and/or Services contracted for under the Agreement. 

 
2.2. The Data Processor shall not be entitled to use Personal Data for its own purposes unless 

Syngenta agrees so in writing.  
 

2.3. The Data Processor shall at all times process Personal Data only on instructions of Syngenta.  
 

2.4. No copies or duplicates of Personal Data may be produced unless this is strictly necessary for 
the due performance of the Data Processor’s obligations under the Agreement. This prohibition 
does not apply either to backup copies, to the readout of log files or other security measures 
that are taken in order to protect the Personal Data without interfering with Syngenta’s interests. 

 
2.5. The Data Processor shall also: 

(a) Inform Syngenta immediately and prior to any Processing if the Data Processor 
believes that an instruction of Syngenta constitutes an infringement of law 
applicable to the Data Processor.  

(b) Ensure that any Processing it performs over the Personal Data is fair, lawful, 
proportional, consistent with Data Processor’s obligations under the Agreement, 
and compliant with Data Protection Legislation.  

(c) Implement and maintain a comprehensive data protection and security program 
to ensure appropriate protection of Personal Data and on-going compliance with 
the applicable Data Protection Legislation.  

(d) Ensure that any employee, agent, independent contractor or any other person 
engaging in data Processing on its behalf or who may have access to Personal 
Data, shall comply with all information protection and Data Protection Legislation 
(including any and all legislative and/or regulatory amendments of it), applicable 
to the Data Processor.  

(e) Not disclose Personal Data to any third party or unauthorized persons, unless 
Syngenta has given its prior written consent to such disclosure. The Data 
Processor shall maintain an inventory (log) of any disclosure containing the 
following elements as a minimum: (I) identity of the third party to which Personal 

http://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:32001D0497
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32004D0915
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Data have been disclosed (entity name, address, contact details and contact 
person); (ii) the date and time of disclosure; (iii) the purpose of disclosure; (iv) 
the types of Personal Data that have been disclosed. 

 
3. Description of Processing Activities 

 
3.1. To perform its Services under the Agreement, the Data Processor may need to process the 

types of Personal Data in the manner described in the applicable SOW (if any). 
 

3.2. Data Processor shall not conduct data processing activities that are not explicitly set forth in a 
SOW or that are not directly related to the Services described in the Agreement, taking into 
account the reasonable expectations of Syngenta based on this Exhibit D unless Syngenta 
agrees otherwise in writing.   
 

4. Confidentiality  
 

4.1. The Parties hereby agree that Personal Data is included in the definition of “Confidential 
Information” as set forth in Exhibit C - Non-Disclosure Agreement and that the conditions and 
limitations stipulated therein in regards to the Processing of Confidential Information apply to 
the Personal Data that the Data Processor processes under this Exhibit. 

 
4.2. The Data Processor shall implement and maintain appropriate policies and procedures to 

ensure that: (i) unauthorized persons shall not have access to Personal Data; (ii) its personnel, 
engaged in the Processing of Personal Data, are informed of the confidential nature of the 
Personal Data and of the need to process those data only on a “need to know” basis, have 
received appropriate training on their responsibilities and have executed written confidentiality 
agreements; (iii) that Syngenta’s instructions on how the Personal Data should be processed 
have been communicated to Data Processor’s personnel involved in the Processing and that 
the latter execute those appropriately. The Data Processor shall ensure that such obligations 
survive the termination of the personnel engagement.  

 
5. Security of Processing 
5.1. The Data Processor agrees and warrants that after assessment of the requirements of the 

applicable Data Protection Legislation, the security measures implemented in its operations 
and business environment are appropriate to protect Personal Data against accidental or 
unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, in 
particular where the processing involves the transmission of data over a network, and against 
all other unlawful forms of Processing, and that these measures ensure a level of security 
appropriate to the risks presented by the Processing and the nature of the data to be protected 
having regard to the state of the art and the cost of their implementation; 
 

5.2. The Data Processor agrees and warrants that it has implemented as a minimum the technical 
and organisational security measures laid down in Exhibit F – Information Security Obligations 
before starting the processing.  

6. Sub-processors 
 
Syngenta acknowledges and agrees that the Data Processor may engage Sub-processors in 
connection with the Services provided under the Agreement  
 

6.1. under following conditions: 
- The Data Processor has informed Syngenta of its intention to sub-contract part of the 

Services under the Agreement, the sub-contracted service, as well as the measures 
it will take to ensure that its Sub-contractor will comply with the terms of this Exhibit D 
and has obtained Syngenta’s prior written consent. 

- The Data Processor subcontracts its obligations under this Exhibit D by way of a 
written agreement with the Sub-processor; the Agreement imposes the same 
obligations on the Sub-processor as are imposed on the Data Processor under the 
Agreement. Where the Sub-processor fails to fulfil its data protection obligations under 
such written agreement the Data Processor shall remain fully liable to Syngenta for 
the performance of the Sub-processor's obligations under such agreement. 

- To send promptly a copy of any sub-processor agreement it concludes under this 
Exhibit D to Syngenta upon the latter’s request. 
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6.2. The Data Processor shall maintain a list with the Sub-processors it has engaged for any 
performance of the Services and communicate it to Syngenta at any time the latter requests 
the list. The list shall contain at least the identification details of those Sub-contractors, their 
country of location and the type of Services they perform on behalf of the Data Processors and 
the types of Personal Data they have access to/process.  
 

7. Transfer of Personal Data outside of the UK or the European Economic Area (‘EEA’) – 
“cross-border transfers” 
 

7.1. If Personal Data are transferred or processed in whatever way (by the Data Processor and/or 
any of its Sub-processors) outside of the territory of the UK or the European Economic Area 
(EEA), the Data Processor shall explain in writing and demonstrate to Syngenta the measures 
that it (and/or its Sub-processors) have taken to ensure that the Personal Data will be 
transferred and then processed in accordance with the requirements of the Data Protection 
Legislation.   

 
7.2. Without prejudice to other measures that may be agreed ad-hoc between the Parties to cover 

cross-border data transfers or those that the Data Processor (and/or its Sub-processors) may 
have already taken pursuant to Paragraph 7.1, the Parties agree that appropriate legal 
mechanisms to cover such cross-border transfers could be: Binding Corporate Rules, Standard 
Contractual Clauses, adherence to a Code of Conduct or other mechanism approved by the 
supervisory authority. 

8. Notices and Regulatory investigations and Data Breach 
 

8.1. The Data Processor shall inform Syngenta without undue delay when it:  
8.2.  

 Receives a request for information, a subpoena or a request for inspection or audit from 
a competent public authority in relation to the Processing of Personal Data; 

 Has the intention to disclose Personal Data to a competent public authority; 
8.3. Upon notice to the Data Processor, Data Processor will assist and support Syngenta in the 

event of an investigation by any regulator, including a supervisory authority if and to the extent 
that such investigation relates to Personal Data handled by the Data Processor on behalf of 
Syngenta in accordance with the Agreement. Such assistance will be at Syngenta’s sole 
expense, except where investigation was required due to the Data Processor’s acts or 
omissions, in which case such assistance will be at the Data Processor’s sole expense.  

 
8.4. The Data Processor shall notify Syngenta as promptly as possible and, in any event, not later 

than 24 hours of any facts known to the Data Processor concerning an actual or suspected 
accidental or unauthorized access, disclosure or use, or accidental or unauthorized loss, 
damage or destruction of Personal Data by any current or former member of its personnel, 
contractor or agent of the Data Processor or by any other third party.  
 

8.5. Upon consultation of Syngenta, the Data Processor shall investigate the Personal Data Breach 
and take all necessary measures to secure the Personal Data and limit, to the best extent 
possible, its effect on the Data Subjects.  
 

8.6. The Data Processor further agrees to provide reasonable assistance and cooperation 
requested by Syngenta, in continuing any correction, remediation, or investigation of any 
Personal Data Breach and/or the mitigation of any potential damage including any notification 
that Syngenta may determine appropriate to communicate to affected individuals, regulators or 
third parties.  

 
8.7. Unless required by law, the Data Processor will not notify any individual or any third party other 

than investigative or judicial authorities that may have to intervene urgently, of any potential 
Personal Data Breach involving Personal Data, in any manner that would identify, or is 
reasonably likely to identify or reveal the identity of Syngenta, without first obtaining written 
permission of Syngenta. 

9. Rights of the Data Subject  
 

9.1. Taking into account the nature and type of data processing activities carried out by the Data 
Processor, the latter shall assist Syngenta to fulfil its obligation to respond to data subjects’ 
requests relating to the exercise of their rights under by Data Protection Legislation. 
Accordingly, the Data Processor shall implement appropriate technical and organizational 
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measures, such as standard operating procedures, that will enable it to respond to such 
Syngenta’s requests efficiently and timely.   
 

9.2. The Data Processor shall to the extent legally permitted, promptly notify Syngenta  and in no 
event not later than 2 days as from the day of receipt, any request it may receive directly from 
a Data Subject with respect to the exercise of its data protection rights. These requests may 
refer without limitation to: Data Subject’s rights of data access, erasure, restriction, data 
portability, consent and choice (e.g., opt-in/opt-out); general queries the Data Subject may have 
in relation to data processing performed under the Agreement; complaints, allegations and 
claims relating to the way the Personal Data are processed by the Data Processor and/or 
Syngenta. 

 
9.3. The Data Processor shall not respond to any such Data Subject request without Syngenta’s 

prior written consent except to confirm that the request relates to Syngenta to which Syngenta 
hereby agrees.  
 

10. Compliance monitoring 
 

10.1. The Data Processor undertakes to provide Syngenta with all information, required by Syngenta 
to allow verification whether the Data Processor complies with the provisions of this Exhibit D.  
 

10.2. Without prejudice to other verification measures that may be defined by the Parties in good 
faith, the Data Processor shall make the Processing systems, facilities and supporting 
documentation relevant to the Processing of Personal Data, in particular any evidence related 
to the security measures described in Exhibit F available for an on-site control/audit by 
Syngenta or a qualified independent auditor selected by Syngenta and provide all reasonable 
assistance Syngenta may reasonably require for the audit.  

10.3. For on-site controls/audits, Syngenta shall respect the operational sequences of the Data 
Processor and announce inspections at least 24 hours in advance. Along the same lines, 
Syngenta undertakes that the persons conducting the audit use reasonable efforts to minimize 
any disruption to the Data Processor’s operations caused by the performance of the audit.   

10.4. Parties agree that, while the on-site control/audit will be performed on the costs of Syngenta, 
there will be no reimbursement of expenses incurred to the Data Processor for its preparation 
and cooperation during this audit.  
 

11. Return and Deletion of Personal Data  
 

11.1. Upon termination or expiration of the Agreement for any reason or upon Syngenta’s request, 
the Data Processor will immediately cease the Processing operations defined herein. It will 
subsequently return all copies of Personal Data in a manner and format that will be reasonably 
defined by Syngenta or if specifically directed by Syngenta, it will irreversibly destroy, delete or 
anonymize, any or all Personal Data being in its possession, power or control. The Data 
Processor shall certify Syngenta of the fact that it has destroyed, deleted or anonymize the data 
accordingly and that its Sub-processors have done so too. 
 

11.2. Notwithstanding the foregoing, if applicable legislation or legal action (as confirmed in writing 
by the Supplier’s legal counsel) prevents Supplier from returning or destroying the Personal 
Data, the latter shall keep them secure and confidential and no longer actively process or 
otherwise use them throughout the whole time period it still needs to keep the data.  

 
11.3. The Data Processor shall maintain confidentiality also after the expiration of the Agreement 

about all Personal Data it has processed during the execution of the Agreement. 
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Exhibit E: Acceptance Procedure 
 

Terms in capital letters shall have the meaning as attributed to them in the Supply Agreement. 
 

1.1 Where the Services are comprised of or include Products, any and all such Products shall be 
subject to written acceptance by Syngenta in accordance with this paragraph 1.1 and para- 
graphs 1.2 to 1.6. 

 
1.2 The Supplier shall prepare and deliver, where applicable with Syngenta’s input and assis- 

tance, the Products to Syngenta in accordance with the Agreement in a timely manner re- 
spectively in accordance with the time indicated (if indicated, otherwise in a timely manner) in 
a SOW, as may be the case. 

 
1.3 Syngenta shall, within ten business days of receipt from the Supplier of the Products evaluate 

the Products delivered by the Supplier, and 
 

(A) in the event that Syngenta, acting reasonably, considers that the Products delivered to it 
comply with the contractually agreed specifications of the Services and the obligations of 
the Supplier under the relevant SOW and the Agreement, Syngenta shall notify the Sup- 
plier in writing of its acceptance of the Products; or 

 
(B) in the event that Syngenta, acting reasonably, considers that the Products (or any material 

part of the Products) do not comply with the contractually agreed specifications of the 
Services, Syngenta shall notify the Supplier in writing of: 

 
(a) those areas of non-conformance that, notwithstanding such non-conformance, are ac- 

cepted by Syngenta in its absolute discretion, and 
 

(b) those areas of non-conformance that are not accepted by Syngenta. In such circum- 
stances the Supplier, in consultation with Syngenta, shall cure the relevant defects 
promptly and in any event in a timely manner and resubmit any such Products to Syn- 
genta for acceptance. Following any such resubmission, clauses 1.1 to 1.3 shall apply 
as though references to the Products were references to the Products (or any part 
thereof) as resubmitted. 

 
1.4 In the event that Syngenta does not accept the submitted (or resubmitted as the case may be) 

Products and does not identify to the Supplier within 10 business days of the Products being 
submitted the areas or points of non–conformance of the Products or Syngenta has not noti- 
fied the Supplier that it requires a reasonable extension of time of no more than ten (10) busi- 
ness days (which the Supplier hereby grants provided any such extension shall, if notified at 
the time of such grant by the Supplier to Syngenta in writing, be taken into account in any de- 
lay to meet any relevant milestone dates) in order to determine whether or not the Products 
are acceptable to Syngenta then the Products shall not be deemed accepted by Syngenta and 
the matter shall be solved between the Parties appropriately without prejudice to any other 
rights or remedies of either Party or its Affiliates in the circumstances. 

 
1.5 In the event that the Products (or any of them) have not been accepted by Syngenta pursuant 

to clauses 1.1 to 1.4 by the relevant date, then the Parties shall meet to discuss a suitable way 
forward and shall formulate and agree those steps required to be taken by the Parties with a 
view to enabling the Products to be promptly accepted by Syngenta without prejudice to any 
other rights or remedies either party or its Affiliates may have in the circumstances. 

 
1.6 Acceptance by Syngenta of the Services (or any element thereof) shall not relieve the Supplier 

of any applicable continuing obligation of the Supplier set out in the Agreement respectively in 
a SOW. 

 
1.7 In the event that Syngenta does not accept the Services (or any element of them in accord- 

ance with this Exhibit by any relevant agreed date, Syngenta shall be entitled to terminate the 
relevant SOW in whole or in part. In any case, the Supplier shall, subject to Syngenta’s re- 
quest, repay to Syngenta all charges paid by Syngenta relating to those Services (provided 
that pre-payment for such non accepted Services has been made by Syngenta) and the Intel- 
lectual Property Rights in such non accepted Services shall revert to the Supplier by automatic 
assignment on receipt by Syngenta of such repayment. This paragraph 1.7 shall be without 
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prejudice to any other rights or remedies of Syngenta or any Affiliate of Syngenta under the 
Agreement respectively under a SOW or otherwise. 

 
1.8 Acceptance by Syngenta of any element of the Services at any time shall be subject to Syn- 

genta giving to the Supplier written notice confirming acceptance of those Services (the “Ac- 
ceptance Certificate”). 

 
1.9 The Supplier agrees that: 

 
(A) any payment made by Syngenta to the Supplier shall not be deemed to be an ac- 

ceptance by Syngenta of the Services (nor any element of them); and 
 

(B) any acceptance of Services (or any element of them) shall be without prejudice to any 
rights and remedies of Syngenta and/or its Affiliates under the Agreement respective- 
ly under a SOW or otherwise. 
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Exhibit F – Information Security Obligations 
 
1. Definitions 

• “Asset” means Supplier systems, applications and related components used to create, store 
and/or transmit Syngenta Information. 

• “Controlled Access Area” means a physical space located within a facility/building used to 
deliver services (i.e. production floor) and/or house computing facilities, portable storage 
media, remote printers and related technology resources used to generate, access, handle or 
use Syngenta Information. The physical access to this controlled access area is restricted to 
those employees Staff of Supplier or of Sub-Contractors with justifiable business need. 

• “Syngenta Information” is any information – including Syngenta Confidential Information and 
Personal Data – owned, in the possession of, or provided by Syngenta to Supplier. „Two-factor 
authentication” is a technology that provides identification of users by means of the 
combination of two different components. These components may be something the user 
knows (e.g. PIN), something the user possesses (e.g. badge) or something inseparable from 
the user (e.g. fingerprint).  

• “Anonymization” means technique for obscuring the personal data set by removing any 
personally attributable data.  
 

• “Pseudonymization” means technique for obscuring personal data by removing any attributes 
that might permit direct or indirect identification. 

2. Information Security Policies 

2.1. Supplier shall: (i) as a minimum, meet the information security requirements stipulated in this 
Exhibit; and (ii) ensure that contracted Staff and Sub-Contractors, as a minimum, meet the 
information security requirements stipulated in this Exhibit.  

2.2. Information security shall be operated and maintained by Supplier in line with Good Industry 
Practice (for example, as specified in “The Standard of Good Practice for Information Security” 
or in ISO 27001:2013). Supplier shall develop, maintain and implement an information security 
policy and appropriate information security procedures to enable it to comply with this Exhibit.  

3. Organization of Information Security  

3.1. Supplier shall designate a member of Staff to coordinate Supplier’s information security 
activities and act as a point of contact for security matters between Syngenta’s Information 
Security Representative and Supplier.  

3.2. Supplier shall assign responsibility for key information security activities, such as user access 
management, change management and incident management to designated member(s) of its 
Staff.  

3.3. Upon request from Syngenta’s Information Security Representative, Supplier’s designated 
representative(s) shall meet to review service levels as well as information security matters, 
such as the security incidents reported and discuss how any required improvements are 
effectively implemented in a timely manner. 

4. Human Resource Security 

4.1. Supplier shall conduct adequate pre-employment screening of its Staff, including Sub-
Contractors, in accordance with local legal requirements prior having access to Syngenta 
Information.  
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4.2. Supplier shall implement organizational and technical controls to prevent Syngenta information 
from being disclosed or made accessible in an unauthorized manner by employees of the 
Supplier or any Sub-Contractors to other customers of the Supplier, in particular to direct 
competitors of Syngenta. 

4.3. Supplier shall maintain a list of Staff and Sub-Contractors’ names, user names and access 
authorizations of individuals who generate, access, handle or use Syngenta Information.  

4.4. Supplier shall provide appropriate information security education and training to Staff and Sub-
Contractors who generate, access, handle or use Syngenta Information and shall ensure that 
such Staff and Sub-Contractors are aware of and understand all relevant information security 
policies, procedures and requirements of the Supplier, including in particular the information 
security requirements described in this Exhibit. This education and training shall be conducted 
ad-hoc upon joining and at least be repeated annually for existing Staff and Sub-Contractors. 
Evidence of this training shall be retained for audit purposes. 

4.5. Syngenta shall retain the right to ask for removal of account of Staff of Supplier or of Sub-
Contractors that have committed an information security breach. 

5. Asset Management 

5.1. Key Assets shall be identified, formally inventoried and the inventory be at least annually 
updated. Every Asset category in this inventory shall be assigned to a responsible owner. Rules 
for the acceptable use and protection of Assets shall be defined, documented and 
implemented. 

5.2. Supplier shall make Syngenta Information irreversibly unrecoverable prior to media disposal or 
use unrelated to the contracted services. Degaussing, physical destruction of the media or 
comparable techniques are acceptable methods of rendering information irreversibly 
unrecoverable. 

6. Access Control 

6.1. Supplier shall define, document and implement a process as well as controls related to the 
management of user accounts, their assigned access authorizations and required passwords.  

6.2. Syngenta infrastructure and systems shall be clearly segregated from infrastructure or systems 
being operated and maintained by the Supplier for other third parties. If a physical segregation 
is not feasible, a comprehensive logical segregation shall be implemented. 

6.3. Supplier shall ensure that only authorized Staff and Sub-Contractors with a business need in 
relation to the fulfillment of the Agreement have physical or logical access to Syngenta 
Information and that access is, if not needed anymore, revoked in a timely manner. 

6.4. Supplier access controls shall be implemented to maintain individual accountability by only 
using personal user accounts and protecting all user accounts with individual passwords, which 
are only known by authorized Staff or Sub-Contractor. 

6.5. All user accounts and related access authorization shall be reviewed by a designated manager 
with appropriate organizational knowledge at least on an annual basis to ensure their validity. 
The review of privileged user accounts shall be performed bi-annually. Obsolete user accounts 
and/or access authorizations are terminated or revoked respectively within 1 week of their 
identification.  

6.6. Default passwords shipped with systems and applications for use during system and product 
installation as well as setup shall be changed immediately during or following their initial use. 

6.7. Passwords used for identity verification shall adhere to good information security standards. At 
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a minimum and if technically possible, the following or similar password rules shall be 
implemented:  

(A)  Be at least eight characters in length. 

(B)  Contain a mix of characters and digits and special characters (comma, 
semicolon, exclamation mark etc.). 

(C)  Not contain the user account name or any other easily guessable text as part of 
the password. 

(D) Be changed on a regular basis or leverage the use of one-time passwords or 
two-factor authentication. 

(E)  Limitation of reuse of old passwords. 

(F)  Lockout of account after repeated unsuccessful logon attempts. 

6.8. Remote access, e.g. for administrative purposes, to Syngenta infrastructure and systems shall 
be protected by two-factor authentication. 

7. Cryptography 

7.1. Supplier shall ensure that all Syngenta Information is adequately encrypted when stored on 
portable media devices or cloud services as well as during transmission over a public network 
such as the Internet. The encryption facilities shall support a minimum key length of 128 bits 
for secret key and 2048 bits for public key ciphers. Encryption keys shall not be stored on the 
respective portable media devices or as part of the cloud service. 

8. Anonymisation/Pseudonymisation 

8.1. Supplier shall apply Anonymization or Pseudonymization to personal data sets based on their 
protection level, the purpose(s) for processing (including the limitations) and the need-to-know 
principle. Anonymization or Pseudonymization should cover, but are not limited to: 

(A) Identification of personal data sets to be anonymized/pseudonymized 
(B) Definition of techniques at all technical levels, e.g., file, database record, nonelectronic filing 
systems 
(C) Documentation and log of actual Anonymization/Pseudonymization 
(D) Defined link to personal data register 
(E) Recursive application of the need-to-know principle; integration of the actual need to know 
with identity and access management 
 

9. Physical and Environmental Security 

9.1. Control Access Area(s) shall be protected as follows: 

(A) Entry into Controlled Access Area(s) shall be protected by physical access 
controls from building areas that are open to the general public; 

(B) Access authorization procedures shall be defined, documented and implemented. 
Only authorized Staff or Sub-Contractors shall be allowed to enter the Controlled 
Access Area; 

(C) Staff or Sub-Contractors with authorized access must have a current business 
requirement for the access. The area owner shall make the determination of what 
constitutes a business requirement, review the business need at least annually 
and be able to formally demonstrate that such a determination was made; 

(D) Physical access control mechanisms shall electronically record access to the 



 
General Terms and Conditions for Purchase Orders 

Page 31 of 33 
 

Controlled Access Area; 

(E) The access authorizations of Staff or Sub-Contractors who have had their access 
authorization revoked, either by request or implicitly through termination of 
employment or termination of the current business requirement, shall be removed 
shortly thereafter but not later than within 72 hours; and 

(F) An accurate, current log of non-routine accesses shall be kept which reflects the 
visitor name, time of entry, the escort or authorizer, and the fact of exit.  

9.2. Supplier shall locate Syngenta Information as well as the systems, applications and related 
components used to generate, access, handle or use Syngenta Information in the Controlled 
Access Area only. Syngenta Information shall be removed from Controlled Access Areas or 
accessed from outside the Controlled Access Areas in an encrypted manner only or irreversibly 
deleted prior to the removal. 

9.3. An inactive computer session shall be automatically locked or disconnected after a predefined 
amount of time. 

10. Operations Security 

10.1. Supplier shall define, document and implement a change management process for changes 
related to assets used to create, store, access and transmit Syngenta Information.  

10.2. Supplier shall ensure that its Staff and Sub-Contractors do not access, use, amend or replace 
any Syngenta managed application systems, data, information, hardware, software or 
communication systems without Syngenta’s explicit, prior authorization. 

10.3. Supplier shall implement and operate malware detection and repair software on all systems 
and applications to adequately protect Syngenta Information. The malware detection and repair 
software shall be updated at least on a daily basis. 

10.4. Backup copies of Syngenta information shall be taken on a periodical basis and tested regularly 
(at least annually) to ensure its recoverability. 

10.5. Supplier shall enable system and application audit logging. Logs shall be retained for a 
minimum of 90 days and be protected against modifications. Logging shall include: 

(A)  Unsuccessful logon access attempts; 

(B)  Activities performed by users with system or security administrative authorities, 
i.e. privileged users; 

(C)  At a minimum, the following information: Date, time, user name and type of 
access attempt or activity. 

10.6. Supplier shall monitor periodically vulnerabilities on its systems which create, store, access and 
transmit Syngenta Information and shall promptly mitigate such vulnerabilities.  

11. System Acquisition, Development & Maintenance 

11.1. Supplier shall implement and maintain a Data Protection Impact Assessment (DPIA) for 
assessing main threats and risks that new systems and applications may entail to information 
security and personal data. In cases whereby Supplier believes that no DPIA must be 
conducted, Supplier documents the reasons why a DPIA is not needed. The DPIA must take 
into account existing controls and risk mitigation measures, and must identify the potential 
impact resulting from the residual risk that has not been or cannot be fully mitigated. Supplier 
maintains the DPIA as a recurring process that addresses the state of processing personal 
data as well as associated risks over time, that must be repeated and updated on a regular 
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basis, as well as in case of major change to either the processing operations or the risk 
environment. 

11.2. Supplier shall implement and maintain a data protection by design/data protection by default 
methodology covering people management, software lifecycle development and project 
lifecycle development. 

 
11.3. Supplier shall implement appropriate technical and organizational measures for ensuring that, 

by default, only personal data which are necessary for each specific processing purpose are 
processed. 

12. Communications Security 

12.1. When creating a network connection to the Internet or with other third parties, Supplier shall 
utilize a network architecture providing layered security controls to protect its infrastructure, 
applications and Syngenta information. These controls shall be implemented using industrial 
standard firewall technology as well as intrusion detection and / or prevention systems. The 
firewall and intrusion detection and / or prevention systems should be configured to detect, 
report and - if possible - block abnormal behavior, particularly Advanced Persistent Threats. 

13. Information Security Incident Management 

13.1. Supplier shall perform regularly monitoring of log files, protective and detective security 
measures and ensure that information security incidents are continuously identified, addressed 
with adequate measures and finally resolved in a timely manner. The following information 
security incidents must be formally reported to Syngenta by the Supplier by email to 
incident.security@syngenta.com within the time frames set out below: 

(A) Successful intrusion to the network perimeter or system / application environment 
where Syngenta Information is hosted - within 24 hours after its identification; 

(B) Successful unauthorized access to Syngenta Information or to the system / 
application environment where Syngenta Information is hosted - within 24 hours 
after its identification; and 

(C) Number of unauthorized uses of privileged user accounts with access to system / 
application environment where Syngenta Information is stored or processed - 
within 1 month after its identification. 

14. Information security aspects of business continuity management 

14.1. Supplier shall document, test, maintain and (where necessary) implement technical, 
organizational and/or logistic measures to preserve its business continuity of contractually 
agreed service levels with Syngenta. This business continuity plan shall address the protection 
of Syngenta Information in the event of a disaster specifically or in a generic way. 

14.2. The Supplier shall regularly test and review its business continuity plans and keep them up to 
date and effective.  

15. Compliance 

15.1. Upon request by Syngenta, Supplier shall provide an independent third party report (i.e. ISAE 
3402 type II reports or SOC 2 reports issued under the AT Section 101) comprehensively 
addressing the outsourced processes, controls as well as configuration settings and thus 
containing relevant information security controls.  

If an independent third party report can’t be provided or the provided report is, according to 
Syngenta, not comprehensively addressing the outsourced processes, controls and 
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configuration settings and thus risk, Syngenta shall have the right (either itself or through a 
nominated third party) to audit Supplier’s and its Sub-Contractors’ assets, documents, systems 
and applications, processes and controls which are used to generate, access, process, use 
and dispose of or delete Syngenta Information. This audit shall be announced in a reasonable 
advance notice and performed during a mutually agreeable time within Supplier’s or it Sub-
Contractor’s normal business hours. 

15.2. Such audit rights will continue for the term of the Agreement and thereafter for so long as 
Syngenta Information is held by, or on behalf of, Supplier. As a condition of such audit, 
Syngenta agrees to comply with Supplier’s reasonable access requirements policies and 
procedures including obligations of confidentiality which are notified to Syngenta in writing (for 
which purposes email will suffice). 

15.3. Audit or information security reports, addressing systems / application or processes and 
controls used by the Supplier to generate, access, process, use and dispose of or delete 
Syngenta Information, shall be shared with Syngenta for review. Identified measures shall be 
implemented by Supplier in a timely manner based on the associated risk. 

Upon request by Syngenta but not more than annually, Supplier shall confirm in writing by email to 
incident.security@syngenta.com whether or not it has complied with all the requirements specified in 
this Exhibit, with details of any areas of non-compliance 
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